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ABSTRACT

Electronic cash or cyber cash and virtual currency are all forms of digital currencies.
Indeed, computers on the bitcoin network check for unauthorized attempts to alter trans-
actional records. The importance cannot be overstated, as virtually every human civili-
zation, every bank, council, and local library is based on a centralized or decentralized
organizational structure. Bitcoin is a digital currency that is referred to as cryptocurrency
because it is a form of electronic currency that relies on cryptographic techniques, the
science of making and breaking codes, to prove identity and authenticity and to enforce
read and write access to the bitcoin network. This paper examines the features of bitcoin,
the stakeholders in it, the mining process, and the position of Central Bank of Nigeria. This
paper will help new researchers to work on bitcoin and its integration challenges in the

financial system.

1. Introduction

The global economic system is amazingly complicated.
At its fabric, this superficially complex system disinte-
grates into a set of few rules that sum up how humans
trade their notions of value. The Internet has changed
the entire game for age-old systems, so it is no surprise
that it has caused immense disruption to the finan-
cial system too. It does not seem like technology is
going to stop disrupting the financial systems anytime
soon. Digital currency is an Internet-based medium of
exchange which is dissimilar in terms of physicality
compared to real currency. Digital currency exhibits
similar possessions to real currencies and allows for
prompt and borderless transfer of ownership (Tasca,
2018).

Mazikana (2019) refers to blockchain as a led-
ger that is updated constantly and maintained by
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computers. It is a distributed ledger technology which
bundles transactions into groups called “blocks,” cryp-
tographically chains those blocks together, and then
broadcasts them to the nodes of a peer-to-peer (P2P)
network. The essence is to create an immutable, dis-
tributed database of those transactions. This technol-
ogy is developed in order to create a database that
is consensually shared and synchronized across the
network spread across multiple sites, institutions, or
geographies. Blockchain eliminates the traditional
role of a middleman which is required in financial
institutions like banks that are supervised by author-
ities. An important feature of blockchain is that it is
public; everyone can see it because it acts as a public
ledger which is updated after every transaction. Every
transaction becomes a block, which is then checked
by others’ computer and approved. These verifiers
are what people call miners (Dwyer, 2014). After it
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is approved, the transaction is added to the chain of
blocks, the blockchain, and goes through. Every trans-
action is public and if someone tries to corrupt it, the
mathematics behind it would flag it and prevent a con-
sensus among all the ledgers, thus basically prevent-
ing fraudulent transactions.

Blockchain technology can transform a business
process with a strategic, operational model. It has
the potential to replace the current infrastructure by
adopting the distributed ledger process that is focused
on the improving operational process. A dedicated
team must be approved to learn the new technolo-
gies, explore their potential, and evaluate the positive
results it can yield upon implementation. The govern-
ment must prioritize their immediate pain points by
studying the feasibility of transforming processes that
can create an edge. Initially, when Satoshi Nakamoto
invented bitcoin in the year 2008 as a decentralized
network of digital money exchange, the number of
Bitcoin (BTC) users and miners were few in number;
thus, simple computer processors were enough to
handle the BTC mining process. However, due to the
current popularity of BTC and the spike it showed in
2017 reaching to a high price of up to 20,000 USD, BTC
network has hugely grown in size and magnitude. In
its core, BTC functions as a P2P network of miners try-
ing to solve a mathematical problem to validate a com-
plete block of transactions. This mathematical puzzle
gets harder to crack with the increasing number of
miners. Moreover, a group of miners solving the puz-
zle quickest gets the reward; however, this eagerness
mightin turn increase the overall energy consumption.
Recently, BTC has gone through swear criticism over
its energy usage being labeled as “Bitcoin is killing the
planet” or “BTC energy usage is huge - we can’t afford
to ignore it” by the Guardian. However, before reaching
any conclusion, it is very important to go through all
the important details about BTC’s working, examining
in detail the factors contributing to BTC’s high energy
consumption, and highlighting any initiatives which
may add up to bring green energy usage for BTC trans-
actions. To the best of our knowledge, the current aca-
demic research lacks any such work highlighting the
aforementioned points; therefore, this paper is just an
effort to fill up this research gap.

2. Features of Bitcoin

Bitcoin is a digital currency that is referred to as cryp-
tocurrency because it is a form of electronic currency
that relies on cryptographic techniques, the science
of making and breaking codes, to prove identity and

authenticity and to enforce read and write access to
the bitcoin network. It follows the ideas set out in a
whitepaper by an anonymous entity (Rogojanu and
Badea, 2014) and pseudonymous Satoshi Nakamoto.
In the paper, Satoshi Nakamoto proposed bitcoin as a
decentralized network that is:

¢ Functional 24 hours a day without dependence
on any external entity.

e Works across geographical borders.

¢ Bitcoin does not have a central authority.

e There is no central server; the bitcoin network
is P2P.

¢ There is no central storage; the bitcoin ledger is
distributed.

e Theledger is public, anybody can store it on their
computer.

¢ There is no single administrator; the ledger is
maintained by a network of equally privileged
miners.

¢ Anybody can become a miner.

e The additions to the ledger are maintained
through competition. Until a new block is added
to the ledger, it is not known which miner will
create the block.

¢ The issuance of bitcoins is decentralized. They
are issued as a reward for the creation of a new
block.

¢ Anybody can create a new bitcoin address (a
bitcoin counterpart of a bank account) without
needing any approval.

¢ Anybody can send a transaction to the net-
work without needing any approval; the net-
work merely confirms that the transaction is
legitimate.

Issued in 2009, bitcoin technology has become a
leader in P2P cryptocurrency, allowing secure trans-
fer and exchange of digital tokens in a distributed and
decentralized manner (Nakamoto, 2008). Over the
last few years, bitcoin has been labeled in many dif-
ferent ways. It has been called everything from elec-
tronic cash to digital gold. While bitcoin’s definition
may change, depending on who you ask, it holds cer-
tain universal properties which give the bitcoin value.
Bitcoin can be traded for other national fiat currencies
at the agreed market rate (CoinDesk, 2019) through
online marketplaces into a digital wallet. In addition
to money, the exchange can also be done for goods and
services, or use the bitcoins to buy goods or proper-
ties. Consequently, many people regard it as a better
alternative to traditional fiat currencies and other
physical assets such as gold or silver.
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In the bitcoin network, money is not printed, but
mined through widely distributed P2P network com-
puting power in a controlled way by the miners run-
ning a dedicated program in their computer system
(Bradbury, 2013). The miners’ job is to run the pro-
gram to record the bitcoins transactions from one user
to another user. Those transactions will be recorded in
a publicly distributed ledger called blockchain (Swan,
2015a, 2015b). In a blockchain ledger, the set of bit-
coins’ transactions are publicly distributed through-
out the P2P nodes across the network. The uniqueness
of this underlying technology for bitcoin is it allows
for secure and transparent transactions while protect-
ing the identity of transaction’s parties (Nakamoto,
2008). Transactions are considered pseudo-anony-
mous because although the transactions are publicly
archived under an individual’s bitcoin address, the
identity of the owner’s address remains undisclosed.
These processes in bitcoin network are decentralized
and supported by multiple stakeholders.

Figure 1 shows the difference between the central-
ized networks (i.e., the traditional monetary system)
and the decentralized bitcoin network.

2.1. Bitcoin stakeholders

Bitcoin is managed and applied by a community.
Shcherbak (2014) grouped bitcoin stakeholders in four
categories: users, miners, exchanges, and merchants.

2.1.1. Bitcoin users

Bitcoin users are people who own the bitcoins in their
bitcoin wallets. The bitcoin users use bitcoins either
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to buy goods and services from the bitcoin merchants
or to buy and sell bitcoins for other national fiat cur-
rencies such as USD and Pound Sterling (Shcherbak,
2014) or other types of cryptocurrencies, such as
Ether and Nem, from the bitcoin exchanges (Agarwal,
2018).

2.1.2. Bitcoin miners

Bitcoin miners are those who own the miner machine
that is used to process bitcoin transactions; they are
in charge of processing the transactions on the block-
chain and running complex computer rigs to solve
complicated puzzles in an effort to confirm groups
of transactions called blocks; upon success, these
blocks are added to the blockchain record, and in
return, the miner will be rewarded with bitcoins for
each new block of bitcoin transactions recorded in the
blockchain ledger (Eyal and Sirer, 2014). The miner’s
machines range from the CPU of an ordinary personal
computer to an ASIC bitcoin miner, which is a machine
that consists of an integrated circuit that is designed
specifically for bitcoin mining (Martindale, 2018a,
2018b).

These miners can be thought of as the decentralized
authority enforcing the credibility of the bitcoin net-
work. New bitcoin is released to the miners at a fixed,
but periodically declining rate. There are only 21 mil-
lion bitcoins that can be mined in total, in other words,
Nakamoto set a monetary policy based on artificial
scarcity at bitcoin’s inception that the total number of
bitcoins could never exceed 21 million. As of January
30, 2021, there are approximately 18,614,806 bitcoin
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Figure 1. Comparison between centralized and decentralized network.
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in existence and 2,385,193 bitcoins are left to be mined.
New bitcoins are created roughly every 10 minutes
and the rate at which they are generated drops by half
about every 4 years until all will be in circulation.

2.1.3. Bitcoin merchants

Bitcoin merchants are businesses which accept bit-
coins as a medium of exchange for goods and services.
The merchants can be either an online business or a
physical store. For example, one of the famous fran-
chises Kentucky Fried Chicken in Canada does accept
bitcoins in their branches and Microsoft accepts bit-
coins in their online stores.

2.1.4. Bitcoins exchanges

Bitcoin exchanges are companies that provide the
online trading platform for bitcoins to be exchanged
with fiat money or other types of cryptocurrencies.
The bitcoin exchanges act as a third party between the
bitcoin seller and buyer. However, users are required to
register and de-anonymize themselves to the exchange
company. In addition, for each bitcoin transaction,
there are also additional fees to be paid to the company.

Verification by [ 111
credit card am ===

company from | 1N
customer’ bank

Money
transferred from
customer’s card
to market’s bank

account

annually)

Traditional Transaction

Amount charged by the
credit card company (around
3%) + customer’s bank (e.g.,

2.2. How bitcoin works

2.2.1. Traditional money exchange versus crypto/
digital currency

Figure 2 differentiates between traditional and cryp-
tocurrency transfers, respectively. As per the scope of
this paper, BTC is considered to be the chosen crypto-
currency. For simplicity, the figure shows a scenario
of a customer who wants to pay for shopping at a
supermarket. It is assumed that the customer does
not have any cash amount to make this payment.
Clearly, the traditional transaction (via credit card)
has to pass through several steps before the amount
is transferred to the supermarket’s registered bank
account (Mir, 2020). This involves verification by the
customer’s bank and the credit card company, both
charging buyer and seller with a fee for this transac-
tion. The BTC transaction, on the other hand, looks
quite simple and short. The customer uses her BTC
wallet to pay which gets verified by the blockchain
network. The payment is then made to the supermar-
ket's wallet with a fee, despite having simplicity and
pseudonymity of transactions (Mir, 2020),

Transaction gets|
verified by BTC
network

999

Metwark
of bitcoin
computars

BTC Transaction

BTC transferred
to supermarket’s
wallet with a fee
{around 0.00016

Market's bank account/wallet

Figure2. Fiat exchange versus BTC transfer (Mir, 2020).
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2.2.2. A transaction in the blockchain

The agents who process transactions in the bitcoin
network use a set of bitcoin addresses called wallet
(Dwyer, 2014), which is a set of bitcoin addresses
that belong to a single person/entity. Each transac-
tion record includes one or more sending addresses
(inputs) and one or more receiving addresses (out-
puts), as well as the information about how much each
of these addresses sent and received. An example of a
typical transaction is shown in the Figure 3.

In the example, Almakura sends to Samaila an
amount of 8 BTC. This transactions has two inputs (2
and 7 BTC) and two outputs (8 and 1 BTC), where the
transaction involving 1 BTC can be considered essen-
tially as the change ofthe transaction, which is returned
back to Almakura. Since each transaction can have
multiple sending addresses and receiving addresses, it
is often impossible to link a specific sending address to
a specific receiving address. The consequence of this
is that you cannot assign a serial number to a specific
bitcoin and trace its path in the bitcoin network.

Transaction processing in the bitcoin network is
based on mechanisms which ensure that (a) the verifi-
cation of each transaction is distributed among several
network members; (b) the record of each transaction
is discrete with respect to time, i.e., the transactions
are linearly ordered with successive time stamps; (c)
the particustomer identification proceduresants in
the payment network compete and are rewarded for
the recording of the transactions in a (bitcoin net-
work) block; and (d) multiple nodes cross check each
recorded transaction.

2.2.3. Starting a transaction

Suppose Almakura wants to send Samaila 1 bitcoin
using the bitcoin network. To do this, Almakura and
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Samaila must have a bitcoin address. Let us call them
ID Almakura and ID Samaila. Then, Almakura needs to
send and certify digitally the authenticity of the mes-
sage, such as “ID Almakura sends ID Samaila 1 bitcoin.”

After Almakura signs a transaction message with
her private key and sends it, the particustomer iden-
tification proceduresants in the bitcoin networks can
verify that Almakura sent the message, and the mes-
sage has not been altered. In addition, as we discussed
before, digital signatures guaranteed that no one else
could sign the message, so Almakura cannot deny that
she did not sign the message.

2.2.4. Checking a transaction

Before executing transactions, the bitcoin proto-
col must verify two aspects of communication: first,
whether Almakura sent a message. The digital signa-
ture schemes ensures that only the owner of the pri-
vate key for that address can sign a message; second,
to check whether there is enough funds in the address
to ensure the complement of the transaction.

Although transaction records and verification
are the main features of the electronic payment sys-
tem, these functions are usually carried out through
private registries, supported by trusted third par-
ties. Decentralized systems such as bitcoin replace
the third-party intermediaries and store transaction
records in the public ledger, which are managed by a
distributed information systems.

2.2.5. Updating the blockchain

After the initial check of the transaction signed mes-
sages, the validation node on the bitcoin network
begins to compete for the opportunity to record
transactions in the blockchain. First, in the transac-
tion block, the competitive node begins to unite the
transaction, which is executed since the last record

Address A1--—2BTC

>

Address A2-TBTC

Address A3-——-1BTC

Transaction

T

Address S1---EBTC

Address S2----5BTC

Figure 3. A typical transaction in the bitcoin network.
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in the blockchain. Then, blocks are used to determine
complex computing tasks. The node that first solves
this task proceeds to record the transactions on the
blockchain and collects a reward. The task which
the competitive nodes try to solve is based on one of
the encryption schemes described above—the hash
function.

First, the newly broadcasted transactions are again
used as input for a cryptographic hash function to
obtain a hash called digest. This digest, along with a
one-time random number code nounce (i.e., alphanu-
meric string) and the hash from the previous block is
used in another hash function that produces a hash of
the blockchain for the new block. The problem that
must be solved by the node includes finding such a
random code, so the hash of the new blockchain has
certain properties (in this case, it has a number of ini-
tial zeros). The first of the competing nodes, which will
find the right random code, transfers this information
to other particustomer identification proceduresants
in the network, and the blockchain is updated. The
implementation of this scheme is called Hashcash—a
proof that the system operates correctly [proof of
work (PoW)], and whose purpose is to ensure that the
computer uses a certain amount of computing power
to carry out the task.

Nodes that carry out the process of the PoW in the
bitcoin network are called miners. These miners use
their computing resources in this process with the
aim of getting reward offered by the bitcoin proto-
col. Usually, the reward is a predetermined number of
newly created bitcoins. The rest of the reward (which
is currently much smaller) is a voluntary transaction
fee paid by those who carry out the transactions to
the miners for the transaction processing. The initial
idea is that this voluntary contribution will replace
a predetermined compensation of the newly created
bitcoin when this amount will tend to zero from time
to time and new incentives will be needed to stimulate
miners to process transactions in the bitcoin network
(Nakamoto, 2009).

2.3. Bitcoin mining process

Bitcoin is designed with a hard limit of 21 million bit-
coins, which is expected to be created by 2040. For
now, this bitcoin is produced through mining, where
miners, who are bitcoin users, run software on special
hardware, process transactions, and are rewarded with
new bitcoins for contributing their computer power to
maintain the network. The importance of mining is not
only for the creation of new bitcoin but also because
it is a process needed for transactions to be added to

the blockchain and then subsequently confirmed. The
verification process is a computational intensive pro-
cess that ensures that only legitimate transactions are
verified and recorded in the blockchain. This is a net-
work that provides computing power for transactions
to be carried out and for transactions to be recorded.
What happens during mining is actually a mathemat-
ical process. A real-life analogy to bitcoin mining will
be a search for prime numbers: while it is easy to find
a small one, it becomes increasingly difficult to find
a larger number, leading researchers to use a special
high-performance computer to find it.

Mining is a computational intensive task that
requires miners to find a solution to predetermined
math problems to create a new block. This is a math-
ematical PoW. Mining is difficult because in addition
to ensuring that transactions are valid, miners must
match the data in a certain way to add it to the block-
chain. Miners must guess and look for data sequences
of data that produce the required patterns. Chances
are you hear the “bitcoin mining” phrase and your
mind starts to wander the western fantasy of pick-
axes, dirt, and striking it rich. Apparently, the analogy
is not too far away. Bitcoin mining is carried out by a
high-powered computer that solves complex comput-
ing math problems; these problems are very complex
that they cannot be solved by hand and are quite com-
plicated enough to task even a very strong computer.
The results of bitcoin mining are discussed.

First, when the computer resolves this complex
math problem on the bitcoin network, they pro-
duce new bitcoin (unlike when the mining operation
extracts gold from the ground). And second, by solving
computational math problems, bitcoin miners create
a bitcoin payment network to be trusted and secure
by verifying transaction information. When some-
one sends bitcoin anywhere, it is called a transaction.
The transactions made in stores or online are docu-
mented by banks, point-of-sale systems, and physical
acceptance. Bitcoin miners achieve the same thing
by clumping transactions in “blocks” and adding it
to public records called “blockchain.” The node then
maintains the records from the block so that they can
be verified into the future.

When the bitcoin miner adds a new transaction
block to the blockchain, part of their work is to ensure
that the transaction is accurate. Each new block that
is successfully added onto the blockchain references
the previous block, making it exponentially difficult to
reverse the previous transaction in the previous block.
Because changing blocks on the blockchain will require
a recalculation of the PoW of all the subsequent block
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(bitcoin project), it becomes more and more infeasi-
ble for an adversary to manipulate blocks after more
blocks are added, and the bitcoin protocol is accord-
ingly designed to prefer longer chains. Therefore,
miners do vital tasks because they verify transactions
and ensure that blockchains cannot be tampered
with. In particular, miners ensure that bitcoin is not
duplicated, a unique quirk of digital currency called
“double-spending” With printed currency, forgery
is always a problem. But in general, once you spend
$20 in the store, the bill is in the hands of the clerk.
However, with digital currency, this is a different story.
Digital information can be reproduced relatively easy,
so with bitcoin and other digital currencies, there is a
risk that spenders can make copies of their bitcoin and
send them to other parties while still holding onto the
original.

While bitcoin transfers are broadcasted instantly
over the network, there is, in practice, a 10-minute
delay for a transaction to be confirmed. This is the
result of a 10-minute delay for the block to be created
and added to the blockchain. Having confirmation
ensures that the network (miners) has verified that
bitcoin is valid and has not been spent. Usually, most
users wait for six confirmations, that is, 1 hour, before
considering the transaction to be “confirmed,” but
every user has the freedom to decide how long they
want to wait before they consider their transaction
confirmed.

To ensure progressive growth in new bitcoin, the
reward for solving blocks is split in two automatically
every 4 years, and the difficulty of solving increases
over time. Over time, the rate at which bitcoins are
produced will be similar to the level of commodity
production such as gold. There will be a point in the
future when the hard boundary bitcoin will be reached
and incentives for miners will be a transaction fee.
Arbitrary numbers chosen to be the limit in number of
bitcoin is 21 million. Once the last bitcoin, or to be spe-
cific, the very last Satoshi—0.00000001 of a bitcoin—
is produced through mining, miners who continue to
contribute their computing power to verify transac-
tions will be rewarded with transaction fees. This may
be aless desirable situation for people and businesses
that rely on bitcoin payments, which have to pay trans-
action fees, but it ensures that miners will still have
incentives to keep the network up and running even
after the last bitcoin is mined.

2.4. Double-spending

Until the invention of bitcoin, it was impossible for two
parties to transact electronically without employing a

trusted third-party intermediary. The reason was a
conundrum known to computer scientists as the “dou-
ble-spending problem,” which has plagued attempts to
create electronic cash since the dawn of the Internet.
The double-spending is the analog concept to counter-
feiting on physical money, but for digital currencies, it
is necessary to verify, whenever you receive a unit of
money, if that same unity, represented by a hash, was
used by the same person on a different transaction.
Specifically, even if someone knows a valid hash, it is
necessary to verify the real owner of the hash. Only
the PoW is not enough to enforce the correct transac-
tion flow on cryptocurrencies. Cryptocurrencies can
solve this problem with two approaches: centralized
or decentralized. Each currency implements its own
solution to the problem.

On bitcoins, the double-spending is avoided by
verifying the public ledger, which is a bookkeeping of
the transactions made with bitcoins since its creation.
According to Nakamoto (2011), bitcoins use a decen-
tralized methodology. Each transaction is recorded,
and it is propagated by the P2P network. This shows
that some specific node has significant importance in
the process of exchanging bitcoins. Therefore, all the
transactions with a given bitcoin can be traced back to
the moment of its creation. Obviously, this is implied on
the problem of defrauding the blockchain itself. Some
malicious agents can modify the blockchain for their
own benefit. Again, the solution to this problem is act
decentralized, which is a central idea on the concept of
bitcoins. The first thing that bitcoin does to secure the
ledger is decentralize it. There is no huge spreadsheet
being stored on a server somewhere. There is no mas-
ter document at all.

Actually, the ledger is split in two parts. Each block
contains the activity of transactions from until 10
minutes ago. King et al. (2013) says that “the ledger
is broken up into blocks: discrete transaction logs that
contain 10 minutes worth of bitcoin activity apiece.
Every block includes a reference to the block that
came before it, and you can follow the links backward
from the most recent block to the very first block,
when bitcoin creator Satoshi Nakamoto conjured the
first bitcoins into existence.” Also, it is necessary to
digitally sign the transactions, which means that there
must be a hash algorithm validating the transaction,
and then it is added to the block and distributed on
the P2P network, and therefore, the other miners (24)
will know the existence and attest or not the validity
of the transaction. If there is an attempt of inserting
an invalid transaction on the block, it will be refused
by the other network nodes. Hence, most of the nodes



A. A. Ahmed et al. / Science Forum (Journal of Pure and Applied Sciences) 22 (2022) 344 — 355 351

must adhere to a new protocol in order to be accepted
as a valid change. This shows how important the con-
cept of decentralizing on bitcoins concept is.

2.5. Proof of work

PoW describes a system that requires a not insignif-
icant but feasible amount of effort in order to deter
frivolous or malicious uses of computing power, such
as sending spam emails or launching denial of service
attacks. PoW is a key concept to bitcoins and cryp-
tographic currencies in a broad sense, since it prevents
indiscriminate issuing of the currency, which would
turn it into an impractical idea. The concept was sub-
sequently adapted to securing digital money by Hal
Finney in 2004 through the idea of “reusable proof of
work” using the SHA-256 hashing algorithm. This con-
cept is analogous to what happens on the file sharing
network known as “bit torrent”: if someone connects
to it with a different protocol version, it would not
be able to transfer files, unless that there exist more
people using that same protocol. Ultimately, what this
means is that the rules behind the generation of bit-
coins is community-driven.

Following its introduction in 2009, bitcoins became
the first widely adopted application of Finney's PoW
idea (Finney was also the recustomer identification
proceduresant of the first bitcoin transaction). PoW
forms the basis of many other cryptocurrencies as
well, allowing for secure, decentralized consensus.

2.5.1. Understanding PoW

Bitcoin is a digital currency that is underpinned by a
kind of distributed ledger known as a “blockchain.”
This ledger contains a record of all bitcoin transac-
tions, arranged in sequential “blocks,” so that no useris
allowed to spend any of their holdings twice. In order
to prevent tampering, the ledger is public or “distrib-
uted”; an altered version would quickly be rejected by
other users.

The way that users detect tampering in practice is
through hashes, long strings of numbers that serve as
PoW. Put a given set of data through a hash function
(bitcoin uses SHA-256), and it will only ever generate
one hash. Due to the “avalanche effect,” however, even
a tiny change to any portion of the original data will
result in a totally unrecognizable hash. Whatever the
size of the original dataset, the hash generated by a
given function will be the same length. The hash is a
one-way function: it cannot be used to obtain the orig-
inal data, only to check that the data that generated
the hash matches the original data.

Generating just any hash for a set of bitcoin trans-
actions would be trivial for a modern computer, so in
order to turn the process into “work,” the bitcoin net-
work sets a certain level of “difficulty.” This setting is
adjusted so that a new block is “mined”—added to the
blockchain by generating a valid hash—approximately
every 10 minutes. Setting difficulty is accomplished by
establishing a “target” for the hash: the lower the tar-
get, the smaller the set of valid hashes, and the harder
itis to generate one. In practice, this means a hash that
starts with a very long string of zeros.

The PoW on bitcoins is given by creating a digest
produced by an algorithm created by the National
Security Agency (NSA) known as SHA-256C.26 This
algorithm receives a string (objects that represent
sequences of characters) with an arbitrary size, and
returns a string with 64 characters. For instance, the
string “bitcoins” generates the following digest:

aa0921d24d095df038a0c0a32eb00d-
644f1882e3a0a3d8814175c4elcebbf84fb

While the string “cryptocurrencies” generates the
following digest:

471a97f90b5df17b2f4a79d40f5d5d73fd6c46d-
f96b34d2334c68aea90a8494b

The digests generated by this algorithm are on the
hexadecimal format. On the bitcoins protocol, there
is a rule that is necessary in order to generate a valid
hash: it must possess a certain amount of leading
zeros. The actual amount of zeros determines the dif-
ficulty level: the bigger the number of leading zeros
needed, the harder is to find a valid result. This dif-
ficult is automatically adjusted by the network itself,
according to the mining rate. Therefore, none of the
previous hashes is actual bitcoins: the first one starts
with “aa0” and the second one starts with “471." If the
difficulty is low, then a low number of leading zeros is
needed to compose a valid bitcoin.

For instance, the difficulty can be in finding only
one leading zero, then any string on the format “0...”
is valid, whereas if the protocol only authorizes two
zeros, then a valid hash should follow the pattern
“00..” Since the string size is fixed on 64 characters,
each additional leading zero diminishes the total num-
ber of possibilities, therefore making the mining pro-
cess more difficult.

This is the general concept, but in practice, it
works slightly different. The input string is the pre-
vious transaction block, to which is added a random
number with the intention of changing the resulting
hash. This number is called nounce. The idea behind
the nounce is to generate a completely different hash.



352 A. A. Ahmed et al. / Science Forum (Journal of Pure and Applied Sciences) 22 (2022) 344 — 355

As seen before, any minor change on the input string
would result in a very different hash. For instance, let
“Hello World!0” be our input string. Applying the SHA-
256 algorithm to this string, the following hash will be
yielded:
1312af178c253f84028d480a6adcle25e-
81caa44c749ec81976192e2ec934c64

If there is a minor change on the end of the string,
replacing the “0” with “1,” the new string will be

“Hello World!1”

This new string will result in the following hash:

e9afc424b79e4f6ab42d99c-
81156d3a17228d6eleef4139be78e948a9332a7d8

None of those hashes is valid as bitcoins because
they do not start with zeros.

Let x be the ending number. If we keep increasing x
by 1, we will eventually find a valid bitcoin.

Suppose that the difficult is set to three leading
zeros. Then, we are looking for a hash such as

H=SHA256 (“Hello World!” + x) j H="000..”

Starting with x = 1, the following hashes will be
yielded:

Hello, World!1 ) 1312af...

Hello, World!2 ) e9afc4...

Hello, World!3 ) ae3734...

Hello, World!4248) 6e110d...

Hello, World!4249 ) c00419...

Hello, World!4250 ) 0000c3...

So, the nounce 4250 outputs a valid bitcoin. An
interesting fact about this is that the previous nounce,
4249, generates what one can perceive as an “almost”
valid bitcoin, because its leading pattern is “c00.” This
does not mean that this number is actually “closer” to
a valid bitcoin than any other nonvalid nounce. Each
additional attempt of mining a valid bitcoin does not
leaves one “closer” to get a valid hash. This is analo-
gous to rolling a 6-faced dice n-1 times without getting
a 3, and expect to have a greater chance of rolling a 3 in
the next throw. This is a fallacy known as “Gambler’s
Fallacy” This is a very simplified explanation of how
the PoW is operated on bitcoins. In reality, the proto-
col is more complex than that, and the blocks have a
predefined format, which is part of bitcoins protocol.

2.6. Buying and storing bitcoins

Against this technical backdrop, bitcoins are often
used simply as payment in exchange for goods and
services (Kaplanov, 2012). While the numbers of
brick-and-mortar merchants who accept payments in
bitcoins remain low, there are many more online mer-
chants who accept bitcoins for both digital and phys-
ical goods and services. The price of these goods and

services is usually based on the exchange rate between
bitcoin and a real-world currency, which can be found
easily online exchange (XE).

Typically, a user who wishes to spend bitcoins
obtains it by exchanging real-world currency for bit-
coins. This can be achieved by purchasing bitcoins
from a vending machine, from an exchange, or sim-
ply from another person. Bitcoin vending machines,
often called “ATMs,” are the most convenient way to
buy bitcoins, because one can easily insert cash into
a machine to obtain bitcoins instantly (Ulm, 2014).
Bitcoin exchanges are also a popular means to obtain
bitcoins, but users often face a time delay while wait-
ing for bank transfers to clear (Ulm, 2014). Trading
real-world cash for bitcoins is also a possibility, but
it is inconvenient if bitcoins are needed on the spot.
However, marketplace websites like LocalBitcoins
have sprouted up to connect people interested in buy-
ing and selling bitcoins to enable them to do so pri-
vately, whether in person or online (LocalBitcoins).
This option is more likely to be used in countries with
restricted or no access to bitcoin vending machines or
exchanges.

Bitcoins are typically stored in a wallet, so a user
needs to have a wallet available to buy and sell bitcoins.
Specifically, it is the private keys that are stored in a
wallet (CoinDesk, 2014). These keys are used to access
the bitcoin addresses and sign transactions, and there-
fore, must be kept securely. There are various types
of bitcoin wallets, including desktop, mobile, webs,
and hardware wallets. Users who choose to install a
desktop wallet on their computer can create and keep
wallets on their computer. The original bitcoin client
software, known as Bitcoin Core, which is still in use
today, includes the functionality of creating a bitcoin
address to send and receive bitcoins and to store the
corresponding private key for that address. There are
many other wallet software in which users may select
to install on their computer, like the cross-platform
MultiBit and the security-conscious armory (Bitcoin.
org). The different wallet software have varying addi-
tional features, although the most basic function of a
wallet in storing the private keys for corresponding
bitcoin addresses remains the same. While the user
maintains control of his desktop wallet at all times,
such wallets, like any other computer file, are vulnera-
ble to theft by malicious users or software.

Desktop wallets are not the be-all and end-all kind
of wallets, even if they were the first. When transact-
ing at a physical store, a mobile wallet is often the most
convenient way to spend some bitcoins. Mobile wallets
are simply applications that provide for bitcoin wallet
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functionality in a mobile phone. There are apps like the
Mycelium Bitcoin Wallet that only exists on the mobile
platform, while some desktop wallets like Blockchain.
info also have mobile versions (Bitcoin.org). However,
in the early 2014, Apple removed bitcoin wallet apps
like Blockchain.info from its App Store (Southurst,
2014), although unofficial versions and mobile brows-
er-based wallets continue to exist.

Another convenient type of wallet is the online
wallet, which is generally accessible from anywhere
through a browser with an Internet connection,
regardless of the device used (CoinDesk, 2014). The
private keys for a user’s bitcoin addresses are kept
and stored by the service provider of the online wal-
let, which may present a risk of the service provider
or a third party absconding with the bitcoins, if secu-
rity was not implemented properly. Blockchain.info
also has a popular web-based online wallet and some
online wallets offer extra encryption and two-factor
authentication for additional security. Finally, there is
small but growing interest in hardware wallets, which
are specialized devices that can hold keys electroni-
cally and are also able to send and receive bitcoins. An
example of a dedicated bitcoin device is the Trezor, a
single-purpose token-sized device for making secure
bitcoin transactions (SatoshiLabs).

Assets are distinguished from fiat currency and
E-money meaning that there is a fundamental differ-
ence between cryptoassets and cryptocurrency under
the Nigerian regulatory landscape.

Furthermore, The Securities and Exchange
Commission (SEC) characterized virtual assets into
the below four categories.

2.6.1. Cryptoassets

The statement provides that cryptoassets will be
treated as commodities If they are traded on a rec-
ognized investment exchange and issued as an
investment pursuant to part E of the SEC Rules and
Regulations 2013 (the “Regulations”) and any other
relevant rules that will be issued in the future.

2.6.2. Utility tokens

Utility Tokens have functionalities that can be used to
access a product or service built on a blockchain and
can be exchanged with the use of the virtual currency
native to the blockchain. Utility tokens will be treated
as commodities as well, but spot trading (over the
counter) of utility tokens will not fall under the scope of
SEC unless It is conducted on a recognized investment
exchange compliant with part E of the regulations.

2.6.3. Security tokens

These are tokens with functionalities similar to secu-
rities such as shares. They are used to represent
underlying assets and even an ownership stake in the
issuing entity. They also bring in dividends or Interest
payments for holders. The commission according to
the statement will treat such cryptoassets as securi-
ties pursuant to Section 315 of the ISA.

2.6.4. Derivatives and collective investment funds of
cryptoassets, security, and utility tokens

Derivatives are usually contracts between parties
backed by an underlying asset; in this situation, the
underlying asset would be cryptoassets. Collective
investment funds, on the other hand, are pools of
investments being managed for investors. Section
153 of ISA defines collective investment schemes as
a scheme in whatever form, including an open-ended
investment company, in pursuance of which mem-
bers of the public are invited or permitted to invest
money or other assets in a portfolio. The collective
investment funds envisaged by the SEC statement
would be schemes used to pool money to invest in
cryptoassets.

According to the statement, derivatives and collec-
tive investment funds involving cryptoassets would
be regulated as specified investments under the ISA
and the regulations. Capital market operators dealing
with the aforementioned need to be approved by the
commission.

2.6.4.1. What will be regulated? The statement
sets out the position of SEC regarding virtual assets.
The commission will now treat cryptoassets as secu-
rities unless the issuer or sponsor of the virtual asset
proves otherwise.

This burden of proof will only be satisfied if the
issuer or sponsor makes an initial assessment filing
with the SEC to determine whether the assets are
under its regulatory purview, where the findings of
the commission is that the virtual assets are indeed
securities and the sponsor must register the assets
as securities. The effect of this is that all virtual assets
will now be registered by the commission with any of
the following approaches:

Option 1: An initial assessment filing to determine
whether the assets are securities and to satisfy the bur-
den of proof on the sponsor. Where the commission
believes the cryptoasset is under the regulatory scope
of SEC and is a security, a subsequent filing will be car-
ried out by the issuer to comply with the SEC rules.
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Option 2: The issuer can directly register the virtual
assets with SEC without the initial assessment filing.
Also, all digital assets token offerings (“DATOs”), initial
coin offerings (“ICOs”), security token ICOs, and any
offering of digital assets on a blockchain

— within Nigeria or;
— by Nigerian issuers or;
— foreign issuers targeting Nigerians;

will be regulated by the commission. Existing offer-
ings or ICOs currently ongoing have 3 months to either
submit their initial assessment filing or documents for
registration.

2.6.4.2. Who will be regulated? Any person (indi-
vidual or corporate) whose activities involve any
aspect of blockchain related and virtual asset services
must be registered by the commission and as such will
be subject to the regulatory guidelines. The services
envisaged by the commission that will have to comply
with the guidelines are:

— Reception;

— Transmission;

— Execution of orders for cryptoassets on
behalf of potential investors;

— Dealers in cryptoassets;

— Portfolio management with cryptoassets
making up the portfolio;

— Investment advice regarding cryptoas-
sets; and

— Custodians or nominees involved with
virtual assets.

The services to be regulated by the commission
are not limited to the ones aforementioned. Issuers
will also be regulated by the commission and SEC may
require a foreign or nonresidential issuer to establish
an office in Nigeria. However, if there is a reciprocity
agreement in place, foreign issuers need not establish
an office and they will be recognized by the commis-
sion. A recognition status will also be given, where
the foreign issuer is a member of the International
Organization of Securities Commissions (“I0SCO”).

3. The Current Position of the Central Bank of
Nigeria

Nigerian authorities have been debating how to regu-
late the use of private cryptocurrency in the country.
Earlier in the year (2021), Central Bank of Nigeria
(CBN) ordered all local banks to seek and shut down
accounts tied to cryptocurrency platforms, although
the CBN governor later clarified that cryptocurrency
trading is not banned in the country. Meanwhile, cryp-
tocurrency usage as a store of value and remittance

tool is and has continued to soar in Nigeria. According
to a Central Bank official, Rakiya Mohammed, an
Information Technologist Specialist at the Central
Bank of Nigeria on the 10th of June, 2021, said that
the entity had been exploring a possible Central Bank
Digital Currency (CBDC) for over 2 years. Mohammed
said one reason for the CBDC would be to make it eas-
ier to transfer remittances into the country. Before the
pandemic hit and caused a dip in remittance world-
wide, Nigeria received more than $5 billion in remit-
tance quarterly. The specialist further said that before
the end of the year the central bank would be making a
special announcement about the possibility of launch-
ing a pilot scheme in order to be able to provide this
kind of currency to the populace and that the entity
will explore different technology options, engage var-
ious industry players, and test the digital currency.
Mohammed reportedly said that the CBDC would
complement cash, and that the CBN has looked at the
architecture, accessibility, and privacy issues of a dig-
ital currency.

Unlike bitcoin, which are decentralized blockchains
and entirely dependent on market forces, a CBDC is
an instrument that replaces a physical banknote with
a digital token or record. It is available exclusively in
digital form and can only be issued by banks, as well
as selected financial institutions. central Bank can
record and verify all CBDC transactions. Meanwhile,
there is no gold or other commodity reserve to back
it. However, unveiling a CBDC is an extremely complex
undertaking that requires years of planning, testing,
and scaling. China leads the race currently and its pilot
program is already active in a few cities. However,
smaller countries like El Salvador cannot justify cre-
ating a new monetary policy out of scratch, and hence
choose to embrace existing cryptocurrencies.

4, Conclusion

At the moment, CBDC is one of the hottest issues
under debate, involving not only academics from dif-
ferent fields of knowledge, such as economics, finance,
computer science, data analysts, and law, but also reg-
ulators, monetary authorities, and practitioners from
all over the world. The recognized merits of bitcoin as
a disruptive technology and the success of it and other
cryptocurrencies paved the way for central banks to
rethink new venues for the issuance and management
of fiat money. For many, bitcoin and other cryptocur-
rencies do not, by themselves, threaten the pivotal
role of central banks in existing payment systems,
as they are conceptualized as more a market-based
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speculative asset than a new kind of money, or due to
the narrowness of its influence. However, other struc-
tural changes are taking place, such as the significant
reduction in the demand for cash happening in some
countries and, most notably, the increasing impor-
tance of new players.
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